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Opening recognition - security at the counter 

Unlike in mobile use, in which the employee takes 
the signature pad with him, a counter may be left 
unattended. It is therefore reassuring for many 
operators to know that the device can itself 
recognise whether or not it has already been 
opened. The naturaSign Pad Colour (year of 
manufacture 2013) from StepOver Europe is 
currently the only signature pad in the world to offer 
this function as an optional extra. 

How does it work? 

The naturaSign Pad Colour model in the current 
series has an internal battery, which supplies internal 
storage with electricity over a period of several 
years (usually for the entire life span of the pad). This 
internal storage unit holds a unique key for each pad 
so long as it is provided with electricity. If the casing 
is opened, the electricity supply is interrupted and 
the key is deleted. The next time it is switched on, 
the firmware integrated into the main processor 
ascertains that the key for the volatile memory is no 

longer equivalent to its own and therefore that the 
pad may  have been tampered with. The battery can 
be replaced by StepOver if the pad should exceed its 
life span. In this regard, the device is also checked for 
integrity (manipulation) and the alarm is reset. 

The pad reacts to a recognised opening 

By default, the signature pad sends a silent alarm to 
the software, which can evaluate or ignore this 
depending on the administrator settings. However, 
the pad can also be configured at two further 
security levels in such a way that if there is an 
opening recognition, signature capture will no longer 
be approved (prevent capture) or an error message 
will be displayed immediately after plugging in (adjust 
function). The security levels can be increased at a 
later time (e.g. a pad set up ex works to the security 
level “silent alarm” can later be changed to “prevent 
capture” or “adjust function”. Changing the security 
setting to a lower level is, however, not possible). 
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